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Konfiguracja komunikacji OPC UA z AVEVA System Platform
jako serwerem OPC UA

Informator Techniczny AVEVA nr 189

27-05-2021

Aplikacja Platformy Systemowej od wersji 2020 R2 umozliwia udostepniania danych po protokole OPC
UA jako serwer OPC UA. Ponizej zostaty opisane dwa sposoby konfiguracji potaczenia do aplikacji

Platformy Systemowej po OPC UA: bez skonfigurowanych zabezpiecze oraz z zabezpieczeniami
z wykorzystaniem certyfikatow.

KONFIGURACJIA KOMUNIKACII KLIENTA OPC UA DO AVEVA SYSTEM PATFORM JAKO
SERWERA OPC UA BEZ SKONFIGUROWANYCH ZABEZPIECZEN

1. Konfiguracja i uruchamianie serwera OPC UA w programie System Platform IDE

Z grupy programow AVEVA System Platform nalezy uruchomié program System Platform IDE.

GR node name: ww-12 VI Connect I
Galaxy name: xyGalaxy N New Galaxy
License Information
Delete Galaxy ...
Type: Fs Dev License v
Producttext:  [AVEVA AdvDev Studio 2020 Uniimites|
Expiry date: [31may 2021 | out
Cancel

Pojawi sie okno Connect To Galaxy, w ktérym nalezy potaczy¢ sie projektu, w ktorym ma zostaé
skonfigurowane udostepnianie danych po protokole OPC UA.
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X System Platform IDE
: |Galaxy Edit View Object Window Help

(| New P WHELE XESPE GRI00TOED 0
| 9 ~ & % icgDeployment
- 4 xyGalaxy
=
Import >
Export >
Configure > Security...
% Galaxy Status View Security...
Properties..  Alt+Enter Time Master...
#' Change Galaxy... Communications Management...
Change User... Galaxy Style Libraries...
AVEVA > Alarms and Events Configuration...
Recent Galaxies » Languages...
Exit (i@ Customize Toolsets...
#  Convert Legacy UserDefined Object(s)...
Multi Galaxy
Service Discovery
| O ArchestrA Services |

W programie System Platform IDE z menu nalezy wybrac¢ Galaxy, nastepnie Configure i ArchestrA
Services.

@ Configure ArchestrA Services X
S HOPXHB=D &%
4 ¥ xyGalaxy

i} ASB HistoricalDataReplayService.1.0

'} ArchestrA ASBGRBrowsingService.1.0
'} ArchestrA ASBMxDataProviderService.2.0
;' } ArchestrA ASBAuthenticationService.1.0
:’j ArchestrA IOMBLSService.1.0

} InTouch InTouchDataV3Service. 1.0

4 |; } Aveva.OPCUAService.1.0

7 Default_xyGalaxy_OPCUAService

b
b
b
b

{iServices | |g Nodes
Connection successful. |

W oknie Configure ArchestrA Services nalezy rozwingc liste serwiséw dla wybranego projektu aplikacji,
a nastepnie rozwingc¢ opcje Aveva.OPCUAService.1.0.
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@ Configure ArchestrA Services %
bHS X Wu=a @
4 ¥ xyGalaxy Default_xyGalaxy_OPCUAService
i} ASB HistoricalDataReplayService.1.0
I i} ArchestrA ASBGRBrowsingService.1.0 Endpoint Configuration
I 1} ArchestrA ASBMxDataProviderService 2.0
| i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I i} ArchestrA IOMBLSService 1.0 Port Number-48031
.} InTouch.InTouchDataV3Service. 1.0
4 [} Aveva.OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://
Save
Rename F2 3
\unication between OPC UA clients and this server instance (Recommended)
Delete Delete
Export » that all dients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
ver instance. If enabled, unencrypted communications will not be supported.
Create Copy
d, all ing clients must be using the same System Management Server as the
H Check-out ‘pA Server instance has been deployed.
Discard Check-out
Check-in ) ; )
5 clients will have to AppServer data from this server instance
Override Check-out
Save And Check-in connection (no username/password)
Deploy Ciri+D xy Users to write to attributes, depending on their security role.
UnDeploy Ctri+U
Additional information on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.
@ Assignments
[ ww-12
¢ Sevices |ig Nodes Update Reset
Connection successful.

W kolejnym kroku nalezy klikngé prawym przyciskiem myszy na serwis o nazwie Default_<nazwa
projektu>_OPCUAService i wybrac opcje Check-out.

@ Configure ArchestrA Services

X
VHYSXLI=® o
4 ¥ xyGalaxy Default_xyGalaxy_OPCUA Service
i} ASB HistoricalDataReplayService.1.0

ArchestrA ASBGRBrowsingService. 1.0 Endpoint Configuration

ArchestrA ASBMxDataProviderService 2.0

ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.

ArchestrA IOMBLSService.1.0 Port Number: 48031

InTouch. 10
Aveva OPCUAService.1.0

Resulting endpoint for OPC UA Clients : opc.tcp://<deployment hostname:>:portnumber

Security Configuration

ID Require encrypted communication between OPC UA clients and this server instance (Recommended)l

Choose this option to require that all clients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
communication with this server instance. If enabled, unencrypted communications will not be supported.

IMPORTANT: When enabled, all connecting clients must be using the same System Management Server as the
Galaxy from which this OPC UA Server instance has been deployed.

Client Access Rules
Choose the type of access clients will have to AppServer data from this server instance

Allow anonymous dlient connection (no username/password)

] Allow authenticated Galaxy Users to write to attributes, depending on their security role.

Additional information on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

@ Assignments
[ ww-12

{3 Services | g Nodes Update Reset
R

Service instance 'Default_xyGalaxy_OPCUAService' checked out successfully.;

W oknie Default_<nazwa projektu>_OPCUAService w pierwszej kolejnosci nalezy skonfigurowac Port
Number. Domyslnie port jest ustawiony na 48031. Nastepnie nalezy odznaczy¢ opcje Require
encrypted communication between OPC UA clients and this server instance (Recommended),
zaznaczy¢ Allow anonymous client connection (no username/password) i odznaczyé Allow
authenticated Galaxy Users to write to attributes, depending on their security role.
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@ Configure ArchestrA Services
SHY9OXEuws=a

4 ¥ xyGalaxy Default_xyGalaxy_OPCUA Service
i} ASB HistoricalDataReplayService. 1.0
| i} ArchestrA ASBGRBrowsingService. 1.0
I 1} ArchestrA ASBMxDataProviderService 2.0
| i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I 1.} ArchestrA IOMBLSService. 1.0 Port Number: 48031
i} InTouch InTouchDataV3Service 1.0
4 i} Aveva OPCUAService 1.0

&

Endpoint Configuration

Resulting endpoint for OPC UA Clients : opc.tcp://

Security Configuration
] Require encrypted communication between OPC UA dlients and this server instance (Recommended)

Choose this option to require that all clients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
‘communication with this server instance. If enabled, unencrypted communications will not be supported.

IMPORTANT: When enabled, all connecting clients must be using the same System Management Server as the
Galaxy from which this OPC UA Server instance has been deployed.

Ciient Access Rules
Choose the type of access clients will have to AppServer data from this server instance

Allow anonymous client connection (no username/password)

[] Allow authenticated Galaxy Users to write to attributes, depending on their security role.

Additional information on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

@ Assignments.

e o

Service instance ‘Default_xyGalaxy_OPCUASevice' checked out successfully.;

U dotu w oknie Assignments pokazane sg komputery dostepne w platformie, na ktérych mozliwe jest
uruchomienie skonfigurowanego serwisu OPC UA Service. Nalezy zaznaczy¢ komputer, na ktérym ma
zosta¢ uruchomiony serwis i klikng¢ Update.

@ Configure ArchestrA Services
S HSP XS

4 ¥ xyGalaxy Default_xyGalaxy_OPCUA Service
'} ASB HistoricalDataReplayService.1.0

i} ArchestrA ASBGRBrowsingService. 1.0

'} ArchestrA ASBMxDataProviderService.2.0

i} ArchestrA ASBAuthenticationService.1.0

'} ArchestrA IOMBLSSenvice.1.0

'} InTouch InTouchDataV3Service.1.0

@

Endpoint Configuration

t
t
b Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
b Port Number:48031

4§} Aveva.OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://
Save
Rename £2 Inication between OPC UA dlients and this server instance (Recommended)
Delete Delete
Export that all clients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
er instance. If enabled, unencrypted communications will not be supported.
Create Copy

1, all connecting clients must be using the same System Management Server as the
Check-out JA Server instance has been deployed.

Discard Check-out

Check-in clients will have to AppServer data from this server instance

Override Check-out

Save And Checkdin onnection (no username/password)
Deploy Ciri+D |y Users to write to attributes, depending on their security role.
UnDeploy Ctri+U

AOUITONST MTOrMaton on te end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

@ Assignments

e s Update Reset
{i;Services | i§ Nodes Gk

'WW-12 Assign operation successful

W oknie po lewej stronie nalezy klikng¢ prawym przyciskiem myszy na serwis o nazwie Default_<nazwa
projektu>_OPCUAService i wybrac opcje Check-in.
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| . Do youwant to save changes to the Service Configuration ?

No

Pojawi sie komunikat Do you want to save changes to the Service Configuration? Nalezy nacisngé
przycisk Yes.

@ Configure ArchestrA Services X
LS IX =B @
4 ¥ xyGalaxy Default_xyGalaxy_OPCUAService
i} ASB HistoricalDataReplayService 1.0
ArchestrA 10 Endpoint
ArchestrA ASBMxDataProviderService 2.0
ArchestrA ASBAuthenticationService. 1.0 Configure the endpoint for this OPC UA Server instance. This determines which URT the OPC UA clients will use to connect.
ArchestrA [OMBLSSenvice.1.0 Port Number: 48031
InTouch InTouchDataV3Service 1.0
Aveva.OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://<deployment hostname>:portnumber
[ SETIONSICREHSR
Save
Rename 2 Liication between OPC UA clints and this server instance (Recommended)
Delete Delete
Export that all dlients must use encryption and when
‘er instance. If enabled, unencrypted communications will not be supported.
Create Copy
4, all connecting clients must be using the same System Management Server as the
Check-out JA Server instance has been deployed.
Discard Check-out
Check-in .
i clients will have to AppServer data from this server instance
Override Check-out
Save And Checkdn onnection (no username/password)
Deploy Ctr+D Users to write to attributes, depending on their security role.
UnDeploy Ctri+U
‘Agartonar ‘onrtne end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.
() Assignments
{j¢Senvices | ig Nodes Update Reset
Service instance 'Default_xyGalaxy_OPCUAService' checked in successfully.

W oknie po lewej stronie nalezy klikng¢ prawym przyciskiem myszy na serwis o nazwie Default_<nazwa
projektu>_OPCUAService i wybrac opcje Deploy.

@ Configure ArchestrA Services
Y H9@XEHs B &

4 ¥ xyGalaxy Default_xyGalaxy_OPCUAService
'} ASB HistoricalDataReplayService. 1.0
I £} ArchestrA ASBGRBrowsingSenvice. 1.0
| 1} ArchestrA ASBMxDataProviderService 2.0
v
b

Endpoint Configuration

i} ArchestrA ASBAuthenticationService. 1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
£} ArchestrA IOMBLSService. 1.0 Port Number: 48031

 InTouch InTouchDataV3Service. 1.0

T Aveva OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://<deployment hostname:>:portnumber

Security Configuration

Py
Require encrypted communication between OPC UA clients and this server instance (Recommended)

Choose this option to require that all cients must use encryption (Basic2565HA256 and SignAndEncrypt) when establishing
communication with this server instance. If enabled, unencrypted communications will not be supported.

IMPORTANT: When enabled, all connecting clients must be using the same System Management Server as the
Galaxy from which this OPC UA Server instance has been deployed.

Client Access Rules
Choose the type of access dients will have to AppServer data from this server instance

| Allow anonymous client connection (no username/password)

Allow authenticated Galaxy Users to write to attributes, depending on their security role.

Additional information on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

() Assignments
-l

o = Update Reset
i Services |ig Nodes Pd

[Default_xyGalaxy_OPCUAService , WW-12 : Deploy Success|

Po uruchomieniu, po lewej stronie nazwy serwisu pojawi sie ikona ®= a u dotu okna pojawi sie
komunikat Default_<nazwa projektu>_OPCUAService, <nazwa komputera>: Deploy Success.
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2. Konfiguracja reguty w zaporze Windows na komputerze z uruchomionym serwisem OPC UA
Service

Konfiguracje reguty w zaporze Windows nalezy wykona¢ na komputerze, na ktérym zostat
uruchomiony serwis OPC UA Service. Jest to niezbedne, aby aplikacja kliencka OPC UA mogta nawigzac
prawidtowe potaczenie z serwerem OPC UA.

@ Windows Firewall with Advanced Security
File Action View Help
(| 25| [

& Windows Firewall with Advance
&3 Inbound Rules

Inbound Rules

&3 Outbound Rul New Rule...

5 i sport.exe

g ConnectionSe o poprofile >

> %, Monitoring ) sport.exe
Filter by State > Sport.exe
Filter by Group > sport.exe
View > |8
Refresh
Export List...
Help
H @ 2aGR.exe

W systemie Windows nalezy uruchomi¢ Administrative Tools (Narzedzia administracyjne systemu
Windows), a nastepnie program Windows Firewall with Advanced Security (Zapora Windows
Defender z narzedziami zaawansowanymi). Po uruchomieniu programu nalez zaznaczy¢ Inbound
Rules (Reguty przychodzace), klikngé prawym przyciskiem myszy i wybraé opcje New Rule (Nowa
reguta).

# New Inbound Rule Wizard X

Rule Type
Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?
@ Program
@ Action @® Program
@ Profile Rule that controls connections for a program.
@ Name O Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
AllJoyn Router
Rule that controls ions for a Windows
O Custom
Custom rule.

< Back Cancel

W oknie Rule Type (Typ reguty), nalezy zaznaczy¢ Program i nacisng¢ przycisk Next.
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‘ New Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:

@ Rule Type Does this rule apply to all programs or a specific program?

@ Program

@ Action O All programs

o Profile Rule applies to all connections on the computer that match other rule properties.
@ Name

(® This program path:

Example:

c:\path\program exe
%ProgramFiles % \browser\browser.exe

<Bock || Net> || Concel

W kolejnym oknie nalezy zaznaczy¢ opcje This program path i wyszukaé lokalizacje serwisu OPC UA
Server Service. W tym celu nalezy nacisng¢ przycisk Browse znajdujacy sie po prawej stronie pola This
program path. Jesli Platforma Systemowa zainstalowana byta w domyslnej lokalizacji, Sciezka dostepu
wyglada nastepujgco: C:\Program Files (x86)\Common Files\ArchestrA\Services\OPCUAService.

' Open X
N <« Program Files (x86) > Common Files > ArchestrA > Services > OPCUAService v 0 Search OPCUAService r
Organize v New folder =~ M
A Name Date modified Type Size
s Quick access
[ ArchestrA.OPCUA ServiceHost 12/07/20 8:59 PM Application 26 KB
3 This PC
[ Desktop
[£) Documents
‘ Downloads
D Music v
File name: IArchestrA‘OPCUA.ServiceHost vl Programs (*.exe) v

W nastepnym kroku nalezy wybra¢ ArchestrA.OPCUA.ServiceHost.exe i nacisng¢ przycisk Open.
Nastepnie nalezy nacisngc przycisk Next, aby przejs¢ do nastepnego okna.
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o New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specffied in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specffied conditions?
@ Program

- (® Allow the connection
@ Acton This includes connections that are protected with |Psec as well as those are not.
@ Profile

" (O Allow the connection if it is secure
e This includes only ions that have been authenticated by using IPsec. Connections
vF:Iuebeseq:edMﬂmesathgshlPsecpmpaﬁamdnmh&wCamcﬁonSeMy
node.

(O Block the connection

<Bock || MNet> || Concel

W nastepnym oknie nalezy zaznaczy¢ opcje Allow the connection i nacisng¢ przycisk Next.

@ New Inbound Rule Wizard X

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Program
@ Action [/ Domain
@ Profie Applies when a computer is connected to its corporate domain.
@ Name M Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[] Public
Applies when a computer is connected to a public network location.

<Bock || MNet> || Concel

W kolejnym oknie nalezy zaznaczy¢ opcje Domain oraz Private, a odznaczy¢ opcje Public i nacisngé
przycisk Next.
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# New Inbound Rule Wizard X

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Program
@ Action
@ Profile Name:
[opC UA Served
@ Name
Description (optional):

e |

Nastepnie w polu Name nalezy wpisa¢ nazwe dla zdefiniowanej reguty np. OPC UA Server i nacisngc
przycisk Finish.

# Windows Firewall with Advanced Security - o X
File Action View Help
e a5z HE
@ Windows Firewall with Advanced Security on Local C/ [ Lo Actions
£23 Inbound Rules N P e |
N A || Inbound Rules -
B3 Outbound Rules o5 Gioup ) : 4
% Connection Security Rules L OPC UA Server &3 NewRule..
% Monitoring @ 2aDcomTransport.exe S Filter by Profile »
@ aaDcomTransport.exe
@ aaDcomTransport.exe Y Fiter by State >
@ aaDcomTransport.exe Y Filter by Group »
@ aaDiscoverySve View »
@ acEngine.exe @ Reesh
@ asngine.exe G Hefres
@ aaEngine.exe (= BeportList...
@ asEngine.exe Help
@ azEngine.exe
G asGRexe OPC UA Server -
@ aaGR.exe @ Disable Rule
g 2aGR.exe £ o
GR.
2aGR.exe S oo
@ aalDE.exe e
9 2alDE.exe K Delete
@ aalDE.exe [Z] Properties
@ aalDE.exe v
Hel
< >« > B rep

Skonfigurowana reguta pojawi sie na liscie regut.

3. Sprawdzenie na komputerze z aplikacja kliencka OPC UA mozliwosci potaczenia z serwerem
OPC UA uruchomionego przez serwis OPC UA Service

Po skonfigurowaniu reguty w zaporze Windows nalezy sprawdzi¢, czy jest mozliwa komunikacja przez
port, ktéry wykorzystuje serwis OPC UA Service. Test potgczenia nalezy wykona¢ na komputerze
z aplikacja klienckg OPC UA, ktéra ma zostac skonfigurowana do potgczenia z serwerem OPC UA.
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[ Programs and Features - a x

4 [ » ContrelPanel » Programs » Programs and Features v O Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windows features on or

Cill Organize == o
Install & program from the S
network Name Publisher Inctalled On  Size Version @
|3 Active Directory Authentication Library for SOL Server  Microsoft Carporation 04/05/18 357MB  14.0,1000.169
Adube Reader X| (11.0.20) - Polish Adobe Systems Incorporated 03/06/20 259MB  11.0.20
£+ AVEVA Application Server 2020 R2 AVEVA Software, LLC 05704721 854MB  20.1.000
[#5 AVEVA Communication Drivers Pack 2020 R2 AVEVA Software, LLC 05/04/21 2854MB 720
[ AVEVA Enterprise License Manager AVEVA Software, LLC 05/04/21 854MB  3.7.00000
[85 AVEVA Enterprise License Server AVEVA Software, LLC 05/04/21 854MB  3.7.00000
[ AVEVA Enterprise Licensing Platform AVEVA Software, LLC 05/04/21 854MB  3.7.00000
[ AVEVA Enterprise Licensing Platform(x86) AVEVA Software, LLC 05/04/21 854MB  3.7.00000
AVEVA Historian Client 2020 R2 AVEVA Software, LLC 05/04/21 854MB  20.1.000
A AVEVA InTouch HMI 2020 R2 AVEVA Software, LLC 05704721 854MB  20.1.000
|3 Browser for SQL Server 2016 Microsoft Corporation 03720718 205MB  13.1.4001.0
[/ InSightPublisher AVEVA Software, LLC 05/04/21 854MB  4.2.000
KEPServerEX 6 Kepware 05/05/21 546 MB  6.10.623.0
[ Microsoft .MET Framework 4.5 Multi-Targeting Pack Microsoft Corperation 04/05/18 83.7MB 4550710
[#5| Microsoft .MET Framework 4.5.1 Multi-Targeting Pack  Microsoft Corporation 04/05/18 947MB 4550032

[%5| Microsoft .MET Framework 4.5.1 Multi-Taraetina Pac. Microsoft Corperation 04/05/18 90.1MB  4.5.50932 v
Currently installed programs Total size:  6.28 GB

S~
[.] 74 programs installed

W tym celu w systemie Windows nalezy wejs¢ do Add or remove programs (Dodaj lub usun
programy), a nastepnie klikngé¢ Programs and features (Programy i funkcje) i wybra¢ Turn Windows
features on or off (Wiacz lub wytacz funkcje systemu Windows).

[E Windows Festures - o X

Turn Windows features on or off (2]

To tum a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that enly part of the feature is turned on.

[0 | simple TCPIP services (i.e. echo, daytime etc) ~
SMB 1.0/CIFS File Sharing Support

e
Windouws Identity Foundation 3.5

Windows PowerShell 2.0

[l Windows Process Activation Service

[ | Windows Subsystem for Linux (Beta)

[ | Windouws TIFF Filter

Work Folders Client

21 ¥PS Senvices hd

Sposréd dostepnych funkcji nalezy zaznaczy¢ Telnet Client (Klient Telnet) i nacisng¢ OK, aby
zainstalowac w systemie Windows te funkcje.

E¥ Command Prompt - [m] X

W kolejnym kroku w systemie Windows nalezy uruchomic¢ linie komend i wpisa¢ polecenie telnet
nazwa_komputera lub adres_IP nr_portu_serwera_OPC_UA i nacisng¢ Enter np. telnet WW-12
48031
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B Telnet ww-12 - m] X

Jako wynik pojawi sie kursor w lewym gornym rogu, ktéry jest potwierdzeniem, ze port jest dostepny
w systemie Windows do komunikacji.

4. Konfiguracja potgczenia programu klienckiego OPC UA na przyktadzie programu
KEPServerEX

Po zainstalowaniu oprogramowania KEPServerEX nalezy uruchomi¢ program KEPServerEX 6
Configuration.

&4 [Connected to Runtime] - KEPServerEX 6 Configuration
File Edit View Teols Runtime Help
D de| %= 2| x| E

[=-{@] Project
I

58 Clickto a 47%  New Channel
%—a Aliases i

() Profile Library

Nastepnie nalezy klikngé prawym przyciskiem myszy na Connectivity i wybrac opcje New Channel.

Add Channel Wizard

Select the type of channel to be created:

I OPC UA Client v I@

Conce

W oknie Add Channel Wizard z rozwijanego menu nalezy wybra¢ opcje OPC UA Client i nacisng¢
przycisk Next.

support@astor.com.pl e’ 11
www.astor.com.pl/kontakt



-(/)- ASTOR gdzie technologia spotyka cztowieka

< Add Channel Wizard

Specify the identity of this object.

Mame:
|Exampde,manna|,uu1 | @

o

W nastepnym oknie w polu Name nalezy wpisa¢ nazwe dla tworzonego kanatu i nacisng¢ przycisk Next.

<« Add Channel Wizard

Choose how write data is passed to the underlying communications criver when mare than
one write exists in the write queue.

Optimization Method:
Write Only Latest Value for All Tags ~v| @

Speafy the ratio of write operations to read eperations, based on one read per
configurable number of writes.

Duty Cyde:

e

Conce

W kolejnym oknie nalezy nacisngé przycisk Next.

<« Add Channel Wizard

Spedify the unique URL destination of the OPC UA endpoint.
Endpoint URL:

\ opc. tep: /localhost: 43320 IE]I@

Select the endpoint security policy. Note that Basic128Rsa15 and Basic256 have been
deprecated by the OPC Foundation and are ne longer considered to be secure.

Security Policy:
Basic2565ha256 v @

Select the type of encryption to use for messages between the driver and server.
Message Mode:

Sign and Encrypt v| @

Next Cancel

W nastepnym oknie nalezy klikng¢ na ikone "' znajdujaca sie po prawej stronie pola Endpoint URL.
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‘ UA Server Browser X

Discovery Service
Discovery URL:
[ opc.tcp:/fww-12:48031

Discovery Port:
48032

[ Use Discovery URL

UA Servers
=B Aveva_OPCUAService@WW-12
=0 opc.tcp://WW-12:48031/

ﬂ None - None (Insecure)

o o | [

Pojawi sie okno UA Server Browser. W oknie UA Servers nalezy zaznaczy¢ Use Discovery URL i w polu
Discovery URL: nalezy wpisa¢ adres w postaci opc.tcp://nazwa_komputera_z_uruchomionym_
serwisem_OPC_UA_Service:OPC_UA_Service_Port_Number/ i nacisng¢ Refresh. Wtedy w oknie UA
Servers pojawi sie serwer OPC UA uruchomiony jako OPC UA Service. Nalezy zaznaczy¢ None — None
(Insecure) i nacisng¢ OK.

<« Add Channel Wizard

Spedify the unique URL destination of the OPC UA endpoint.

Endpoint URL:
[ope.tep:/w-12:48031/ | | B

Select the endpoint security policy. Note that Basic128Rsa15 and Basic256 have been
by the OPC dation and are no longer to be secure.

Security Policy:

@

Select the type of encryption to use for messages between the driver and server.
Message Mode:
None N @

Cancel

W polu Endpoint URL pojawi sie skonfigurowany adres w postaci opc.tcp://nazwa_
komputera_z_uruchomionym_serwisem_OPC_UA_Service:OPC_UA_Service_Port_Number/. Nalezy
nacisngc przycisk Next.
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€« Add Channel Wizard

= Identification ~
Name Example_channel_001
Description
Driver OPC UA Client
=) Diagnostics
Diagnostics Capture Disable
= Tag Counts
Static Tags 0
= Write Optimizations
Optimization Method Write Only Latest Value for All Tags
Duty Cycle 10
= Non-Normalized Aoat Handling
Floating-Point Values Unmodified )

|I Finish I Cancel

W kolejnych oknach nalezy pozostawi¢ domysine ustawienia. W ostatnim oknie nalezy nacisngc
przycisk Finish.

@ [Connected to Runtime] - KEPServerEX 6 Configuration

File Edit View Tools Runtime Help

DS d2 | HMEE R 9 % o@ X
EI@ Pr;j‘ect

=-{f] Connectivity

=83 Example_channel 00

L[l Click to add a devi [T} New Devise

By Aliases Cut Ctrl+X
[-[F Profile Library & o

53 Copy Ctrl+C
7 Delete Del
Diagnostics

5 Properties...

W nastepnym kroku w programie KEPServerEX 6 Configuration nalezy klikng¢ prawym przyciskiem
myszy na nowo utworzony kanat i wybra¢ opcje New Device.

x
Add Device Wizard
Spedify the identity of this object.
Name: I
‘ Example_device_001 ||@
|
Cance

W polu Name nalezy wpisaé nazwe dla tworzonego urzgdzania i przejs¢ do nastepnego okna klikajgc
przycisk Next.
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X
« Add Device Wizard
Select tags from the remote OPC UA Server to auto-generate tags for this device.
Select Import [tems:
I Select import items. . I@
Next Cancel

W kolejnych oknach nalezy pozostawi¢ domysine ustawienia, az do okna z przyciskiem Select import
items, ktdry nalezy nacisngc.

Select Items to Import X

Browsing Import ltems

-4 ope.top:/Aww-12:48031/ ~ € ns=3;3=718:Plant_Area AlarmDSCnt
-] Server @ ns=3;5=718Plant_Area AlamDSCntT otal
=28 ljiodeNiew ) ns=3;3=718:Plant_area.AlarmDSCntT otal Description
=43 wGalaxy
(#-{_] Unassigned Area
=-£3 Enterprise
-3 Site Add items >>
=<3 Plant
-4 Plant_Area Add branches >>
-] Alarmbdggrega
-] AlarmCntsByS << Remove items
(- AlarmCntsByS
- AlaimDSCnt
(#-) AlarmDSCntT
- AlarmDSCntT
(#-) AlarmDSCntT
(#-€0 AlarmDSCntT:
-] AlamDSCntT
(- AlamDSCntTy v
>

Cancel Help

Pojawi sie okno Select Items to Import, w ktérym w oknie Browsing nalezy rozwina¢ opc.tcp://
nazwa_komputera_z_uruchomionym_serwisem_OPC_UA_Service:OPC_UA_Service_Port_Number/
oraz ModelView. Wtedy zostanie pokazana struktura widoku Model znajdujgcego sie w wybranym
projekcie aplikacji Platformy Systemowe]. Zaznaczajgc wybrane atrybuty obiektdw nalezy nacisngé
przycisk Add items >>. Atrybuty zostang dodane do okna Import Items. Nalezy zaznaczy¢ opcje Import
as Default Data Type i nacisnac przycisk OK.
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< Add Device Wizard

Select tags from the remote OPC UA Server to auto-generate tags for this device.
Select Import Ttems:
Select impart item. . @

Cance

Okno Select Items to Import zostanie zamkniete. Nalezy nacisng¢ przycisk Next.

X
<~ Add Device Wizard
= Identification ~
Name Example_device_001
Description
Driver QPC UA Cliertt
Model QPC UA
Channel Assignment Example_channel_001
= Operating Mode
Data Collection Enable
Simulated No
= Tag Counts
Static Tags []
= Scan Mode
Scan Mode Respect Clent-Spectied Scan Rate v
Gone
. . . . ; . e .
W kolejnym oknie nalezy nacisng¢ przycisk Finish.
(3 [Connected to Runtime] - KEPServerEX 6 Configuration - [m] X
File Edit View Tools Runtime Help
DEdR2| ¢ MBUG@F| 9 4B =
=-{@] Project Tag Name Address /| DataType  ScanRate Scaling  Description
e o
SRt CO"E:EGN;W o 1001 &4 AlarmDSCnt ns=3;5=718:Plant_Area.AlarmDSCnt Default 100 None
g9 m’:‘xp e—‘] ":"e_- y 2 AlarmDSCntTotal =718:Plant_Area.AlarmDSCntTotal Default 100 None
& . e_vlce_ %7 AlarmDSCntTotal... ns=3;s=718:Plant_Area.AlarmDSCntTotal.Description Default 100 None
=3 ModelView
=0 xyGalaxy
=) Enterprise
=-&) Site
=0 Plant
[ Plant_Area
}o Aliases
-3 Profile Library
< >
Date 1 Time Source Event S
(1) 05/07/21 1:03:45 PM KEPServerEX\Runtime Starting OPC UA Client device driver.
(i) 05/07/21 1:03:45 PM KEPServerEX\Runtime _Attempting to automatically generate tags for device ‘Example_channel 001.Example_device 001",
(D) 05/07/21 1:03:45 PM KEPServerEX\Runtime Tag generation results for device 'Example_channel_001.Example_device_001'. | Tags created = 3, Tags overwritten = 0.
(1) 05/07/21 1:03:45 PM KEPS: EX\Runtii G ic tag ion for device 'Example_channel_001.Example_device_001". v
< >
Ready Default User Clients: 0 Active tags: 0 of 0

W konfiguracji programu KEPServerEX 6 Configuration pojawi sie wybrana lista zmiennych, a w oknie
u dotu komunikat o utworzeniu zmiennych.
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(3 [Connected to Runtime] - KEPServerEX 6 Configuration - [m] X
File Edit View Tools Runtime Help
D dR @M aaax 95
=-{@] Project Tag Name Address /| DataType  ScanRate Scaling  Description
&-{§) Connectivity &4 AlarmDSCnt 8:Plant_Area.AlarmDSCnt Default 100 None
e Example_channe.l_om %2 AlarmDSCntTotal  ns=3;5=718:Plant_Area.AlarmDSCntTotal Default 100 None
i m Example_de_wce_om % AlarmDSCntTotal... ns=3;s=718:Plant_Area.AlarmDSCntTotal.Description Default 100 None
=) ModelView
=0 xyGalaxy
=[5 Enterprise
=-) Site
=0 Plant
[ Plant_Area
}o Aliases
-3 Profile Library
< >
Date 1 Time Source Event S
(1) 05/07/21 1:03:45 PM KEPServerEX\Runtime Starting OPC UA Client device driver.
(@) 05/07/21 1:03:45 PM KEPS: EX\Runtii ing to ically generate tags for device 'Example_channel_001.Example_device_001'.
(D 0s/07/21 1:03:45 PM KEPServerEX\Runtime Tag generation results for device 'Example_channel_001.Example_device_001'. | Tags created = 3, Tags overwritten = 0.
(@) 0s/07/21 1:03:45 PM KEPS: rEX\Runti C ic tag ion for device 'Example_channel_001.Example_device_001". v
< >
Ready Default User Clients: 0 Active tags: 0 of 0

W kolejnym kroku nalezy sprawdzi¢ mozliwos¢ odczytania wartosci zmiennych. W tym celu nalezy

. . . . [ac]
uruchomi¢ program OPC Quick Client naciskajgc ikone .

[¢ OPC Quick Client - Untitled *

= a X
File Edit View Tools Help
DM cda® &DEX
5+ Kepware KEPServerEX.V6 tem ID [ DataType [Value [T [ Quality
(& _Datalogger (@ Example_channel_001.Example_device_001.ModelView.xyGalaxy Enterprise.Site.Plant.Plant_Area.AlarmDSCntTotal_Description String 1457:52076  Good
@& _System @Example_channel_001.Example_device_001.ModelView.xyGalaxy.Enterprise Site Plant.Plant_Area.AlarmDSCnt Long 0 14:58:02889  Good
{2 _ThingWorx @ Example_channel_001.Example_device_001 iew.xyGalaxy.Enterprise.Site Plant.Plant_Area.AlarmDSCntTotal Long 0 145803155 Good

Example_channel 001._Statistics
Example_channel_001._System

(& Bxample_channel_001.Example_device 001, System

/3 Example_channel_001.Example_device_001.ModelView

Date Time Event A
@ 05/07/21 1:05:31 PM Added 3 items to group ‘Example_channel_001.Example_device_001.ModelView'.
05/07/21 1:05:31 PM Added group 'Example_channel_001._Statistics' to 'Kepware.KEPServerEX.V6'.
7721 1:05:31 PM Added 11 items to group 'Example_channel_001.Example_device 001._System'.
05/07/21 1:05:31 PM Added group 'Example_channel_001._System' to 'Kepware.KEPServerEX.V6'".
05/07/21 1:05:31PM Added 12 items to group 'Example_channel_001._Statistics'.
1 1:05:31 PM Added 3 items to group 'Example_channel_001._System'.
v
Ready

Item Count: 72/

W oknie znajdujgcym sie po lewej stronie nalezy zaznaczy¢ element o nazwie <nazwa kanatu>.<nazwa
urzadzenia>.ModelView. Wtedy w oknie po prawej stronie pojawig sie zmienne,
a w kolumnie Value ich biezgce wartosci.
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KONFIGURACJIA KOMUNIKACII KLIENTA OPC UA DO AVEVA SYSTEM PATFORM JAKO
SERWERA OPC UA ZE SKONFIGUROWANYMI ZABEZPIECZENIAMI (ENCRYPTED
COMMUNICATION)

1. Konfiguracja i uruchamianie serwera OPC UA w programie System Platform IDE

Z grupy programow AVEVA System Platform nalezy uruchomié program System Platform IDE.

GR node name: |WW-12 V| I Connect l
Galaxy name: xyGalaxy v New Gal

License Information T

Delete Galaxy ...

Type: Fs Dev License M

Producttet: [AVEVA AdvDev Studio 2020 Unlimites|

Expiry date: [31maY 2021 | Ebout

Cancel

Pojawi sie okno Connect To Galaxy, w ktérym nalezy potaczy¢ sie projektu, w ktorym ma zostaé
skonfigurowane udostepnianie danych po protokole OPC UA.

X System Platform IDE
: | Galaxy Edit View Object Window Help

New UL E XEPE SP00T089 0
& v I x @ Deployment
- 4 xyGalaxy
-
Import 4
Export >
Configure 4 Security...
%0 Galaxy Status View Security..
Properties...  Alt=Enter Time Master...
#¥' Change Galaxy... Communications Management...
Change User... Galaxy Style Libraries...
AVEVA > Alarms and Events Configuration...
Recent Galaxies »| Languages...
Exit [ Customize Toolsets...
i Convert Legacy UserDefined Object(s)...
Multi Galaxy
Service Discovery
I @ ArchestrA Services I

W programie System Platform IDE z menu nalezy wybrac¢ Galaxy, nastepnie Configure i ArchestrA
Services.
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@ Configure ArchestrA Services %
S H9 X By PR
4 ¥ xyGalaxy

'} ASB HistoricalDataReplayService.1.0

| i} ArchestrA ASBGRBrowsingService. 1.0

| 1} ArchestrA ASBMxDataProviderService 2.0
I i} ArchestrA ASBAuthenticationService. 1.0

! rehestrA IOMBLSService.1.0

} InTouch InTouchDataV3Service. 1.0

Default_xyGalaxy_OPCUAService

{3 Senvices | {g Nodes
Connection successful.

W oknie Configure ArchestrA Services nalezy rozwingc liste serwiséw dla wybranego projektu aplikacji,
a nastepnie rozwingc¢ opcje Aveva.OPCUAService.1.0.

@ Configure ArchestrA Services x
9P XHuwsd &
4 ¥ xyGalaxy Default_xyGalaxy_OPCUAService

i1 ASB HistoricalDataReplayService 1.0

ArchestrA ASBGRBrowsingService. 1.0 Endpoint Configuration
| ArchestrA ASBMxDataProviderService.2.0
i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
i} ArchestrA IOMBLSService. 1.0 Port Number:[48031

i} InTouch InTouchDataV3Service. 1.0

4 [} Aveva.OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://<deployment hostname>:portnumber

Save

Rename F2 5
Junication between OPC UA dlients and this server instance (Recommended)

Delete Delete

Export » that all dients must use encryption (Basic2565HA256 and SignAndEncrypt) when establishing
ver instance. If enabled, unencrypted communications will not be supported.

Create Copy
d, all clients must be using the same System Management Server as the

Check-out |lua server instance has been deployed.

Discard Check-out

Check-in

s clients will have to AppServer data from this server instance
Override Check-out

Save And Check-n fonnection (no username/password)
Deploy Cr*D iy Users to write to attributes, depending on their security role.
UnDeploy Ctri+U
Additional ‘on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE

Help. Click here to open.

@ Assignments
[ ww-12

N S Update Reset
{i;Services | i Nodes e

Connection successful.

W kolejnym kroku nalezy klikngé¢ prawym przyciskiem myszy na serwis o nazwie Default_<nazwa
projektu>_OPCUAService i wybrac opcje Check-out.
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@ Configure ArchestrA Services

X
SHS@ XU A4
4 ¥ xyGalaxy Default_xyGalaxy_OPCUAService
i} ASB HistoricalDataReplayService. 1.0
I i} ArchestrA ASBGRBrowsingService.1.0 Endpoint Configuration
| 1} ArchestrA ASBMxDataProviderService 2.0
| i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I 1} ArchestrA IOMBLSService.1.0 [Port Number:48031
i} InTouch InTouchD: ice.1.0

4 1} Aveva.OPCUASenvice.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://

Security Configuration

I Require encrypted communication between OPC UA clients and this server instance (Recommended)]

Choose this option to require that all clients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
‘communication with this server instance. If enabled, unencrypted communications will not be supported.

IMPORTANT: When enabled, all connecting clients must be using the same System Management Server as the
Galaxy from which this OPC UA Server instance has been deployed.

Ciient Access Rules
Choose the type of access dlients will have to AppServer data from this server instance

Allow anonymous client connection (no username/password)

[] Allow authenticated Galaxy Users to write to attributes, depending on their security role.

Additional information on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

@ Assignments
[ ww-12

i S Update Reset
{3 Senvices | g Nodes

W oknie Default_<nazwa projektu>_OPCUAService w pierwszej kolejnosci nalezy skonfigurowaé Port
Number. Domyslnie port jest ustawiony na 48031. Nastepnie nalezy zaznaczy¢ opcje Require
encrypted communication between OPC UA clients and this server instance (Recommended),
zaznaczy¢ Allow anonymous client connection (no username/password), odznaczyé Allow
authenticated Galaxy Users to write to attributes, depending on their security role.

@ Configure ArchestrA Services
S HOOX =B &

4 ¥ xyGalaxy Defauit_xyGalaxy_OPCUAService
{} ASB HistoricalDataReplayService 1.0
| i} ArchestrA ASBGRBrowsingService.1.0
| i} ArchestrA ASBMxDataProviderService. 2.0
| i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I} ArchestrA IOMBLSService.1.0 Port Number:48031
} InTouch InTouchDataV3Service.1.0
4 |} Aveva.OPCUAService.1.0

Endpoint Configuration

Resulting endpoint for OPC UA Clients : opc.tcp://<deployment hostname>:portnumber
Security Configuration
Require encrypted communication between OPC UA clients and this server instance (Recommended)

Choose this option to require that all clients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
ccommunication with this server instance. If enabled, unencrypted communications will not be supported.

IMPORTANT: When enabled, all connecting clients must be using the same System Management Server as the
Galaxy from which this OPC UA Server instance has been deployed.

Client Access Rules
Choose the type of access clients will have to AppServer data from this server instance

Allow anonymous dlient connection (no username/password)

[] Allow authenticated Galaxy Users to write to attributes, depending on their security role.

Additional on the end-to-end process of and using OPC UA can be found in the Application Server IDE

Help. Click here to open.

i Services | g Nodes

U dotu w oknie Assignments pokazane sg komputery dostepne w platformie, na ktérych mozliwe jest
uruchomienie skonfigurowanego serwisu OPC UA Service. Nalezy zaznaczy¢ komputer, na ktérym ma
zosta¢ uruchomiony serwis i klikng¢ Update.
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@ Configure ArchestrA Services %
S H9 XK= a &
4 ¥ xyGalaxy Default_xyGalaxy_OPCUA Service
i} ASB HistoricalDataReplayService.1.0
I i} ArchestrA ASBGRBrowsingService.1.0 Endpoint Configuration
I 1} ArchestrA ASBMxDataProviderService 2.0
b } ArchestrA ASBAuthenticationService. 1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I i} ArchestrA IOMBLSService.1.0 Port Number:48031
.} InTouch.InTouchDataV3Service. 1.0
4 [} Aveva.OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://
Save
Bename E2 Inication between OPC UA dlients and this server instance (Recommended)
Delete Delete
Export that all dlients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
er instance. If enabled, unencrypted communications will not be supported.
Create Copy
1, all connecting clients must be using the same System Management Server as the
Check-out JA Server instance has been deployed.
Discard Check-out
Che: " . -
clients will have to AppServer data from this server instance
Override Check-out
Save And Check-in onnection (no username/password)
Deploy Ctrl+D  y Users to write to attributes, depending on their security role.
UnDeploy Ctri+U
Agartonar on e ena-to-end process of configuring and using OPC UA can be found in the Application Server IDE

Help. Click here to open.

@ Assignments
4

75 S Update Reset
{iiServices |ig Nodes

WW-12 Assign operation successful

Nastepnie w oknie po lewej stronie nalezy klikng¢ prawym przyciskiem myszy na serwis o nazwie
Default_<nazwa projektu>_OPCUAService i wybrac opcje Check-in.

Save

| . Do you wantto save changes to the Service Configuration ?

I

Pojawi sie komunikat Do you want to save changes to the Service Configuration? Nalezy nacisng¢
przycisk Yes.

@ Configure ArchestrA Services X
b X o
4 xyGalaxy Default_xyGalaxy_OPCUAService
| ASB HistoricalDataReplayService. 1.0
I i} ArchestrA ASBGRBrowsingService. 1.0 Endpoint Configuration
| 1} ArchestrA ASBMxDataProviderService 2.0
I i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I §} ArchestrA IOMBLSService.1.0 Port Number: 48031
'} InTouch InTouchDataV3Service.1.0
4 [} Aveva OPCUAService 1.0 Resulting endpoint for OPC UA Clients : opc.tcp://<deployment hostname>:portnumber
Save
LD 2 Linication between OPC UA dlients and this server instance (Recommended)
Delete Delete
Export that all dlients must use encryption (Basic: and ypt) when
‘er instance. If enabled, unencrypted communications will not be supported.
Create Copy

4, all connecting clients must be using the same System Management Server as the
Check-out JA Server instance has been deployed.
Discard Check-out
Check-in . . .
i dlients will have to AppServer data from this server instance
Override Check-out
Save And Checkiin onnection (no username/password)

Ciri+D__ |ky Users to write to attributes, depending on their security role.
UnDeploy Cr-U

[ AGOIIONaI INTOrm3ToN on e end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

() Assignments

{}¢Services | |g Nodes Update Reset

Service instance 'Default_xyGalaxy_OPCUAService' checked in successfully.

W oknie po lewej stronie nalezy klikng¢ prawym przyciskiem myszy na serwis o nazwie Default_<nazwa
projektu>_OPCUAService i wybrac opcje Deploy.
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@ Configure ArchestrA Services %
Y HOIXHy= &
4 ¥ xyGalaxy Default_xyGalaxy_OPCUAService
i} ASB HistoricalDataReplayService. 1.0
I 1} ArchestrA ASBGRBrowsingService. 1.0 Endpoint Configuration
| 1} ArchestrA ASBMxDataProviderService 2.0
| i} ArchestrA ASBAuthenticationService.1.0 Configure the endpoint for this OPC UA Server instance. This determines which URI the OPC UA clients will use to connect.
I i} ArchestrA IOMBLS Service. 1.0 Port Number-48031
. InTouch InTouchDataV3Service.1.0
4 [} Aveva. OPCUAService.1.0 Resulting endpoint for OPC UA Clients : opc.tcp://

Security Configuration
/| Require encrypted communication between OPC UA clients and this server instance (Recommended)

Choose this option to require that all clients must use encryption (Basic256SHA256 and SignAndEncrypt) when establishing
‘communication with this server instance. If enabled, unencrypted communications will not be supported.

IMPORTANT: When enabled, all connecting clients must be using the same System Management Server as the
Galaxy from which this OPC UA Server instance has been deployed.

Ciient Access Rules
Choose the type of access dlients will have to AppServer data from this server instance

' Allow anonymous dlient connection (no username/password)

Allow authenticated Galaxy Users to write to attributes, depending on their security role.

Additional information on the end-to-end process of configuring and using OPC UA can be found in the Application Server IDE
Help. Click here to open.

@ Assignments

(R

\ Update Reset
s Senvices | g Nodes

[Default_xyGalaxy_OPCUAService , WW-12 : Deploy Success |

Po uruchomieniu, po lewej stronie nazwy serwisu pojawi sie ikona ™, a u dotu okna pojawi sie
komunikat Default_<nazwa projektu>_OPCUAService, <nazwa komputera>: Deploy Success.

2. Konfiguracja reguty w zaporze Windows na komputerze z uruchomionym serwisem OPC UA
Service

Konfiguracje reguty w zaporze Windows nalezy wykona¢ na komputerze, na ktérym zostat
uruchomiony serwis OPC UA Service. Jest to niezbedne, aby aplikacja kliencka OPC UA mogta nawigzac
prawidtowe potaczenie z serwerem OPC UA.

@ Windows Firewall with Advanced Security
File Action View Help
L AR 1calREY

@ Windows Firewall with Advance JTN el
&3 Inbound Rules
&3 Outbound Rul | NewRule...
5 : sport.exe
&8 COnI?eC‘FIOn Se Filter by Profile ol
> . Monitoring ) sport.exe
Filter by State > Sport.exe
Filter by Group > sport.exe
View > [
Refresh
Export List...
Help
H ¥ 2aGR.exe

W systemie Windows nalezy uruchomi¢ Administrative Tools (Narzedzia administracyjne systemu
Windows), a nastepnie program Windows Firewall with Advanced Security (Zapora Windows
Defender z narzedziami zaawansowanymi). Po uruchomieniu programu nalez zaznaczy¢ Inbound
Rules (Reguty przychodzace), klikngé prawym przyciskiem myszy i wybraé opcje New Rule (Nowa
reguta).
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ﬂ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?
@ Program
@ Action @ Program
@ Profie Rule that controls connections for a program.
@ Name O Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
AllJoyn Router
Rule that controls ions for a Windows
O Custom
Custom rule.

<Back Cancel

W oknie Rule Type (Typ reguly), nalezy zaznaczy¢ Program i nacisng¢ przycisk Next.
X

ﬂ New Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specific program?
@ Program
@ Action O Al programs
o Profie Rule applies to all connections on the computer that match other rule properties.
@ Name =
@ This program path:

Example: c:\path\program exe
%ProgramFiles % \browser\browser.exe

| [ ] [ G

W kolejnym oknie nalezy zaznaczy¢ opcje This program path i wyszukaé lokalizacje serwisu OPC UA
Server Service. W tym celu nalezy nacisng¢ przycisk Browse znajdujacy sie po prawej stronie pola This
program path. Jesli Platforma Systemowa zainstalowana byta w domyslnej lokalizacji, Sciezka dostepu
wyglada nastepujgco: C:\Program Files (x86)\Common Files\ArchestrA\Services\OPCUAService.
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"4 Open X
1+ <« Program Files (x86) > Common Files > ArchestrA > Services > OPCUAService v 0 Search OPCUAService r
Organize v New folder v ™M @
A Name Date modified Type Size
s Quick access
[ ArchestrA.OPCUA ServiceHost 12/07/20 8:59 PM Application 26 KB
[ This PC
[ Desktop
[£] Documents
& Downloads
D Music v
File name: | ArchestrA.OPCUA ServiceHost | [Programs (r.exe) v

W nastepnym kroku nalezy wybra¢ ArchestrA.OPCUA.ServiceHost.exe i nacisng¢ przycisk Open.
Nastepnie nalezy nacisngc przycisk Next, aby przejs¢ do nastepnego okna.

@ New Inbound Rule Wizard

Action
Specy the action to be taken when a connection matches the condtions specfied in the rule.

Steps:
P What action shouid be taken when a connection matches the specfied condtions?
@ Progam
(@ Allow the connection
SFAtn This includes connections that are protected with IPsec as well as those are not.
@ Profile
W (O Allow the connection if it is secure

il This includes only i have been icated by using IPsec. C

will be secured using the settings in [Psec properties and rules in the Connection

Rule node.

(O Block the connection

Bk |[Het> ] [ Conen

W nastepnym oknie nalezy zaznaczy¢ opcje Allow the connection i nacisng¢ przycisk Next.

@ New Inbound Rule Wizard X

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Program
@ Action [ Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name [ Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Public
Applies when a computer is connected to a public network location.

= e L=

W kolejnym oknie nalezy zaznaczy¢ opcje Domain oraz Private, a odznaczy¢ opcje Public i nacisngc
przycisk Next.
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# New Inbound Rule Wizard X

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Program
@ Action
@ Profile Neme:
[opC UA Served
@ Name
Description (optional):

e |

Nastepnie w polu Name nalezy wpisa¢ nazwe dla zdefiniowanej reguty np. OPC UA Server i nacisngc
przycisk Finish.

# Windows Firewall with Advanced Security - o X
File Action View Help
e a5z HE
@ Windows Firewall with Advanced Security on Local C/ [ Lo Actions
£23 Inbound Rules N P e |
N A || Inbound Rules -
B3 Outbound Rules o5 Gioup ) : 4
% Connection Security Rules L OPC UA Server &3 NewRule..
% Monitoring @ 2aDcomTransport.exe S Filter by Profile »
@ aaDcomTransport.exe
@ aaDcomTransport.exe Y Fiter by State >
@ aaDcomTransport.exe Y Filter by Group »
@ aaDiscoverySve View »
@ acEngine.exe @ Reesh
@ asngine.exe G Hefres
@ aaEngine.exe (= BeportList...
@ asEngine.exe Help
@ azEngine.exe
G asGRexe OPC UA Server -
@ aaGR.exe @ Disable Rule
g 2aGR.exe £ o
GR.
2aGR.exe S oo
@ aalDE.exe e
9 2alDE.exe K Delete
@ aalDE.exe [Z] Properties
@ aalDE.exe v
Hel
< >« > B rep

Skonfigurowana reguta pojawi sie na liscie regut.

3. Sprawdzenie na komputerze z aplikacja kliencka OPC UA mozliwosci potaczenia z serwerem
OPC UA uruchomionego przez serwis OPC UA Service

Po skonfigurowaniu reguty w zaporze Windows nalezy sprawdzié, czy jest mozliwa komunikacja przez
port, ktéry wykorzystuje serwis OPC UA Service. Test potgczenia nalezy wykona¢ na komputerze z
aplikacja klienckg OPC UA, ktéra ma zostac skonfigurowana do potaczenia z serwerem OPC UA.
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[ Programs and Features - a x

4 [ » ContrelPanel » Programs » Programs and Features v O Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windows features on or

Cill Organize == o
Install & program from the S
network Name Publisher Inctalled On  Size Version @
|3 Active Directory Authentication Library for SOL Server  Microsoft Carporation 04/05/18 357MB  14.0,1000.169
Adube Reader X| (11.0.20) - Polish Adobe Systems Incorporated 03/06/20 259MB  11.0.20
£+ AVEVA Application Server 2020 R2 AVEVA Software, LLC 05704721 854MB  20.1.000
[#5 AVEVA Communication Drivers Pack 2020 R2 AVEVA Software, LLC 05/04/21 2854MB 720
[ AVEVA Enterprise License Manager AVEVA Software, LLC 05/04/21 854MB  3.7.00000
[85 AVEVA Enterprise License Server AVEVA Software, LLC 05/04/21 854MB  3.7.00000
[ AVEVA Enterprise Licensing Platform AVEVA Software, LLC 05/04/21 854MB  3.7.00000
[ AVEVA Enterprise Licensing Platform(x86) AVEVA Software, LLC 05/04/21 854MB  3.7.00000
AVEVA Historian Client 2020 R2 AVEVA Software, LLC 05/04/21 854MB  20.1.000
A AVEVA InTouch HMI 2020 R2 AVEVA Software, LLC 05704721 854MB  20.1.000
|3 Browser for SQL Server 2016 Microsoft Corporation 03720718 205MB  13.1.4001.0
[/ InSightPublisher AVEVA Software, LLC 05/04/21 854MB  4.2.000
KEPServerEX 6 Kepware 05/05/21 546 MB  6.10.623.0
[ Microsoft .MET Framework 4.5 Multi-Targeting Pack Microsoft Corperation 04/05/18 83.7MB 4550710
[#5| Microsoft .MET Framework 4.5.1 Multi-Targeting Pack  Microsoft Corporation 04/05/18 947MB 4550032

[%5| Microsoft .MET Framework 4.5.1 Multi-Taraetina Pac. Microsoft Corperation 04/05/18 90.1MB  4.5.50932 v
Currently installed programs Total size:  6.28 GB

S~
[.] 74 programs installed

W tym celu w systemie Windows nalezy wejs¢ do Add or remove programs (Dodaj lub usun
programy), a nastepnie klikngé¢ Programs and features (Programy i funkcje) i wybra¢ Turn Windows
features on or off (Wiacz lub wytacz funkcje systemu Windows).

[E Windows Festures - o X

Turn Windows features on or off (2]

To tum a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that enly part of the feature is turned on.

[0 | simple TCPIP services (i.e. echo, daytime etc) ~
SMB 1.0/CIFS File Sharing Support

e
Windouws Identity Foundation 3.5

Windows PowerShell 2.0

[l Windows Process Activation Service

[ | Windows Subsystem for Linux (Beta)

[ | Windouws TIFF Filter

Work Folders Client

21 ¥PS Senvices hd

Sposréd dostepnych funkcji nalezy zaznaczy¢ Telnet Client (Klient Telnet) i nacisng¢ OK, aby
zainstalowac w systemie Windows te funkcje.

E¥ Command Prompt - [m] X

W kolejnym kroku w systemie Windows nalezy uruchomic¢ linie komend i wpisa¢ polecenie telnet
nazwa_komputera lub adres_IP nr_portu_serwera_OPC_UA i nacisng¢ Enter np. telnet WW-12
48031
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7> ASTOR

BN Telnet ww-12 - [m] X

v

Jako wynik pojawi sie kursor w lewym gornym rogu, ktéry jest potwierdzeniem, ze port jest dostepny
w systemie Windows do komunikacji.

4. Konfiguracja certyfikatow w systemie Windows

Na komputerze, na ktdrym zostata uruchomiona ustuga serwera OPC UA dla Application Server, nalezy
w systemie Windows uruchomi¢ Manage Computer Certificates (Zarzadzanie certyfikatami
komputeréw).

[@ certim - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates

| Third-Party Root Certification Authorities
Trusted People
Client Authentication Issuers
Preview Build Roots
Remote Desktop
Certificate Enrollment Requests
Smart Card Trusted Roots
Trusted Devices
Windows Live ID Token Issuer

Personal store contains 3 certificates.

e 2mola=z Hm
G Certificates - Local Computer Issued To . Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te...
b ""“’"“}'f 23] Kepware/OPC NET Kepware/OPC NET 04/23/31 <All> Kepware/SZKOL
n Fieation Authoria ;inJToken Signing for ArchestrA Identity Manager WW-12 Token Signing for ArchestrA Ident... 04/26/41 <All> Token Signing for A...
E::: ; s:; : heahon AEnonues 2;]WW-12 ASB OPC UA Server WW-12 ASB OPC UA Server 11/30/30 Server Authenticati.. WW-12 ASB OPC U...
rprise Tru:

Pojawi sie okno certlm, w ktérym po lewej stronie nalezy rozwingé Personal (Osobisty), a nastepnie

klikng¢ Certificates (Certyfikaty).

@ certim - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

Trusted Devices
Windows Live ID Token Issuer

Export a certificate

e @ & RXEEHm
(¥ Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te...
vE Persé:nailf 2;Kepware/OPC NET Kepware/OPC NET 04/23/31 <All> Kepware/SZKOL
- “:R“":’; ST TR 2] Token Signing for ArchestrA Identity Manager WW-12 Token Signing for ArchestrA Ident... 04/26/41 <All> Token Signing for A...
B SO0 e S 5 WW-12 ASB OPC UA Server g-12 ASB OPC UA Server 11/30/30 Server Authenticati... WW-12 ASB OPC U...
Enterprise Trust Open
Intermediate Certification Authorities
Trusted Publishers All Tasks 2 Open
Untrusted Certificates Cut Request Certficate with New Key...
1 Third-Party Root Certification Authorities L
) Thikid Pesile Copy Renew Certificate with New Key...
Client Authentication lssuers Delete Manage Private Keys...
Preview Build Roots
Properti A >
Remote Desktop roperties dvanced Operations
Certificate Enrollment Requests Help Export...
Smart Card Trusted Roots

Na liscie certyfikatow nalezy odszuka¢ certyfikat o nazwie <nazwa komputera> ASB OPC UA Server,
klikng¢ na niego prawym przyciskiem myszy, wybraé All Tasks, a nastepnie Export.
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£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Pojawi sie okno Certificate Export Wizard. Nalezy wcisngé przycisk Next.

€ &+ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
O Yes, export the private key
I@ No, do not export the private key]

Cancel

W nastepnym oknie nalezy zaznaczy¢ opcje No, do not export the private key i nacisngé przycisk
Next.
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€ £* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
|®Der encoded binary x.509 (.ceR)
(O Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

Cancel

W kolejnym oknie nalezy zaznaczy¢ opcje DER encoded binary X.509 (.CER) i nacisng¢ przycisk Next.

X

& £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\WW-12 OPC UA Server.cer | [Browser

Next Cancel

W nastepnym oknie w polu File name nalezy wpisa¢ miejsce zapisu oraz nazwe dla eksportowanego
certyfikatu np. C:\<nazwa komputera> OPC UA Server.cer, nacisngc przycisk Next.
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& £* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:
Export Keys No
Indude all certificates in the certification path No
File Format DER Encoded Binary X.509 (*.cer)

Cancel

W kolejnym oknie nalezy nacisng¢ przycisk Finish.

Certificate Export Wizard X

The export was successful.

Pojawi sie komunikat The export was successful. Nalezy nacisng¢ przycisk OK.

i | 4 [} = | Local Disk (C) = [m] X
Home Share View (2]
& = v A i > ThisPC > Local Disk (C) v & | Search Local Disk (C:) r

Name Date modified Type Size
s Quick access
Apps 05/04/21815AM  File folder
[ This PC 3 Historian 12/03/201:56PM  File folder
3/20/18 10:02 A
& Network PerfLogs 03/20/1810:02 AM  File folder
Program Files /26/. File folder
Program Files (x86) File folder
Users File folder
Windows File folder
[55] WW-12 OPC UA Server 05/07/21 12:25 PM Security Certificate 1KB

8items  1item selected 895 bytes '"-',

Zostanie utworzony plik z certyfikatem.
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¥ < | cert - [m} X
Home  Share  View (2]

<« v [C:\ProgramData\Kepware\KEPServerEX\V6\UA\Client Driver\cert| v| O Search cert r
Name Date modified Type Size
s Quick access
(5 efc22c4b082d8dca8109714883be7ad5d7c...  04/23 Security Certificate 2KB
&3 ThisPC (5] kepserverex_ua_client_driver 04/23, Security Certificate 2KB
[ - 07/21 12: = =
& Network 23] WW-12 OPC UA Server 05/07/21 12:25 PM Security Certificate 1KB
3items  1item selected 895 bytes S!ate:a Shared =

W  kolejnym  kroku nalezy  skopiowaé  wyeksportowany certyfikat do  folderu
C:\ProgramData\Kepware\KEPServerEX\V6\UA\Client Driver\cert na komputerze, na ktérym
zainstalowany jest program KEPServerEX. Folder ProgramData domyslnie jest ukryty, wiec w systemie
Windows nalezy witgczy¢ pokazywanie ukrytych elementow.

5. Konfiguracja potaczenia programu klienckiego OPC UA na przyktadzie programu
KEPServerEX

Po zainstalowaniu oprogramowania KEPServerEX nalezy uruchomi¢ program KEPServerEX 6
Configuration.

@ [Connected to Runtime] - KEPServerEX 6 Configuration
File Edit View Toocls Runtime Help

DedaRF|vsunx|E
=-[@] Project

-

48 Clickto 2 438 New Channel
: %Aliases o .

&!@] Profile Library

Nastepnie nalezy klikng¢ prawym przyciskiem myszy na Connectivity i wybraé opcje New Channel.

*
Add Channel Wizard
Select the type of channel to be created
I OPC UA Cliert ~ I@
Cancel

W oknie Add Channel Wizard z rozwijanego menu nalezy wybra¢ opcje OPC UA Client i nacisngc
przycisk Next.
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€« Add Channel Wizard

Spedify the identity of this object.

Name:
| Example_channel_001 ‘ @

W nastepnym oknie w polu Name nalezy wpisa¢ nazwe dla tworzonego kanatu i nacisng¢ przycisk Next.

« Add Channel Wizard

Choose how write data is passed to the underlying communications driver when more than
one write exists in the write queus.

Optimization Method:
Write Only Latest Value for All Tags ~ @

Specify the ratio of write operations to read operations, based on one read per
configurable number of writes.

Duty Cyde:

@

Cancel

W kolejnym oknie nalezy nacisng¢ przycisk Next.

*
« Add Channel Wizard
Specify the unigue URL destination of the OPC UA endpoint.
Endpoint URL:
[ opc.tepi flocalhost: 48320 @
Select the endpoint security policy. Note that Basic 128Rsa 15 and Basic256 have been
deprecated by the OPC Foundation and are no longer considered to be secure.
Security Policy:
Basic2565ha256 v| @
Select the type of encryption to use for messages between the driver and server,
Message Mode:
Sign and Encrypt v @
Mext Cancel

W nastepnym oknie nalezy klikng¢ na ikone "' znajdujgcg sie po prawej stronie pola Endpoint URL.
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UA Server Browser X

Discovery Service
Discovery URL:
| opc.tep:/fww-12:48031
Discovery Port:

48032

[] Use Discovery URL

UA Servers

- Aveva_OPCUAService@WW-12
[=-=0 opc.tep://WW-12:48031/

& ] Basic2565ha256 - Sign and Encrypt

[

Pojawi sie okno UA Server Browser. W oknie UA Servers nalezy zaznaczy¢ Use Discovery URL i w polu
Discovery URL: nalezy wpisa¢ adres w postaci opc.tcp://nazwa_komputera_z_uruchomionym_
serwisem_OPC_UA_Service:OPC_UA_Service_Port_Number/ i nacisng¢ Refresh. Wtedy w oknie UA
Servers pojawi sie serwer OPC UA uruchomiony jako OPC UA Service. Nalezy zaznaczy¢
Basic256Sha256 - Sign and Encrypt i nacisng¢ OK.

<« Add Channel Wizard

Specify the unique URL destination of the OPC UA endpoint.
Endpoint URL:
I|opc4!cp:llww-12:48031/ I | @

Select the endpoint security policy. Note that Basic128Rsa15 and Basic256 have been
deprecated by the OPC Foundation and are no longer considered to be secure.

Security Policy:
Basic2565ha256 v| @

Select the type of encryption to use for messages between the driver and server.
Message Mode:
Sign and Encrypt v @

Cancel

W polu Endpoint URL pojawi sie skonfigurowany adres w postaci opc.tcp://nazwa_
komputera_z_uruchomionym_serwisem_OPC_UA_Service:OPC_UA_Service_Port_Number/. Nalezy
nacisnac¢ przycisk Next.
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<« Add Channel Wizard

Name Example_channel_001

Driver OPC UA Client
= Diagnostics
Diagnostics Capture Disable
= Tag Counts
Static Tags 0
=] Write Optimizations
Optimization Method Wiite Only Latest Value for Al Tags
Duty Cycle 10
=l Non-Normalized Foat Handling
Floating-Point Values Unmodified

Cancel

W kolejnych oknach nalezy pozostawi¢ domysine ustawienia. W ostatnim oknie nalezy nacisngé
przycisk Finish.

Server Certificate X

The certificate for this endpoint is not trusted. Do you want to trust the certificate?

Validation Errors:
certificate in the CA chain is self signed and not trusted.

m [ % ] ]

Pojawi sie komunikat The certificate for this endpoint is not trusted. Do you want to trust the
certificate? Nalezy nacisngc przycisk Yes.

@ [Connected to Runtime] - KEPServerEX & Configuration

File Edit View Tools Runtime Help
DS A8 SMEUT 9% a0 X
=-{@H Project
=-{8) Connectivity
& Example_channel 00 ; .
L[ Click to add a devi [T New Device
%-aﬁ.liases

{3 Profile Library g i Colex
53 Copy Ctrl+C
7 Delete Del

Diagnestics

##  Properties...

W nastepnym kroku w programie KEPServerEX 6 Configuration nalezy klikngé prawym przyciskiem
myszy na nowo utworzony kanat i wybra¢ opcje New Device.
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X
Add Device Wizard
Spedfy the identity of this object,
Name: I
‘ Example_device_001 ‘@
|

W polu Name nalezy wpisa¢ nazwe dla tworzonego urzadzania i przejs¢ do nastepnego okna klikajac
przycisk Next.

*
<« Add Device Wizard
Select tags from the remote OPC UA Server to auto-generate tags for this device.
Select Import [tems:
I | Select import items. .. |I@
Next Cancel

W kolejnych oknach nalezy pozostawi¢ domysine ustawienia, az do okna z przyciskiem Select import
items, ktdry nalezy nacisngc.

KEPServerEX X

| Failed to connect to UA Server ‘opc.tcp://WW-12:48031/" for browsing.

Pojawi sie komunikat o nieudanym pofaczeniu z serwerem wynikajgcy z braku skonfigurowania
certyfikatu pochodzacego od klienta OPC UA na komputerze, na ktérym zostat uruchomiony serwis
serwera OPC UA. Nalezy nacisng¢ przycisk OK, a nastepnie Next.
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X
<« Add Device Wizard
= Identification ~
Name Example_device_001
Description
Driver OPC UA Client
Model OPC UA
Channel Assignment Example_channel_001
=l Operating Mode
Data Collection Enable
Simulated No
= Tag Counts
Static Tags 0
= Scan Mode
Scan Mode Respect Client-Specified Scan Rate v
W kolejnym oknie nalezy nacisng¢ przycisk Finish.
M < | certs = X
Home Share View Q
&« v > ThisPC > Local Disk (C:) > ProgramData > AVEVA > PCS > OPC UARejected Client Certificates > certs v O Search certs pel
Name - Date modified Type Size
> Quick access
(5] +KEPServerEX+UA Client Driver+ [8D14866DF26F790DA8296505ECDFAOC23E2BD22A]  05/07/2112:35PM  Security Certificate 2KB
[ This PC
&% Network
Titem  1item selected 128KB  State: @R Shared =

W nastepnym kroku nalezy otworzy¢ folder C:\ProgramData\AVEVA\PCS\OPC UA Rejected Client
Certificates\certs na komputerze, na ktérym zostat uruchomiony serwis OPC UA Server. W tym
folderze umieszczane sg certyfikaty pochodzace od aplikacji klienckich OPC UA, ktérych préba
nawigzania potaczenia z serwerem Application Server OPC UA Server zakonczyta sie niepowodzeniem.
Folder ProgramData domysinie jest ukryty, wiec w systemie Windows nalezy wtgczy¢ pokazywanie

ukrytych elementéw.

< | certs

Home  Share  View

5
« v 4 || > ThisPC > Local Disk (C:) > ProgramData >

Name
# Quick access

AVEVA > PCS > OPC UA Rejected Client Certificates > certs v

Date modified Type

DFAOC

=

UA Client Driver= [
[ This PC

05/07/21 12:35 PM

Open

¥ Network I

Install Certificate |

a
F ]
|

SkyDrive Pro >
Edit with Notepad++

Scan with Windows Defender...

Open with...

Restore previous versions

Send to >
Cut
Copy

L4
9

Create shortcut
Delete
Rename

litem  1item selected 1.28KB  State: @& Shared

Properties

Security Certificate

W tym przyktadzie w folderze

C:\ProgramData\AVEVA\PCS\OPC UA Rejected Client

Certificates\certs znajduje sie certyfikat pochodzgcy od aplikacji klienckiej KEPServerEX. Nalezy
zaznaczyc¢ plik z certyfikatem, klikngé¢ prawym przyciskiem myszy i wybraé opcje Install Certificate.
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£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

O Current User

(® Local Machine

To continue, dick Next.

[ ®ONet | | Cancel

Pojawi sie okno Certificate Import Wizard, w ktdrym nalezy wybrac opcje Local Machine, a nastepnie
nacisngc przycisk Next.

& &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate

I (@) Place all certificates in the following store
|

Certificate store:

ol

W nastepnym oknie nalezy zaznaczy¢ opcje Place all certificates in the following store i nacisngé
przycisk Browse, znajdujacy sie po lewej stronie pola Certificate store.
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7> ASTOR

Select Certificate Store

Select the certificate store you want to use.

.. Trusted Publishers
“{] Untrusted Certificates
Third-Party Root Certification Authorities

i
i-{ 7] Client Authentication Issuers
71 Praview Riild Rante i
>

<
[[J Show physical stores

[oc ]! conce

Pojawi sie okno Select Certificate Store. Nalezy wybrac z listy opcje Trusted People (Zaufane osoby)

i nacisngc¢ przycisk OK.

€ £¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.
() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
|Tru5tedPEOD|E H Browse... I

Nalezy nacisng¢ przycisk Next, aby przejs¢ do nastepnego okna.
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& £ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User RETS S0

Content Certificate

W kolejnym oknie nalezy nacisng¢ przycisk Finish.

Certificate Import Wizard X

o The import was successful.

Pojawi sie komunikat The import was successful. Nalezy nacisna¢ przycisk OK.

@ [Connected to Runtime] - KEPServerEX & Configuration
File Edit View Tools Runtime Help
DEde@ FMEaga@=s 94 u0
{8 Project Tag Name
{§] Connectivity # Click to add
. =9 Examnple_channel 001
m BExample_device 001
B Aliases 3 New Tag Group
-3 Profile Library ¥ NewTag
Import C5V...
Export CSV...
& Ctrl+X
EE] Ctrl+C
b ¢ Del
= |

W nastepnym kroku nalezy powrdci¢ do programu KEPServerEX 6 Configuration, klikng¢ prawym
przyciskiem myszy na wczesniej dodane urzgdzenie i wybrac opcje Properties.
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[ex] Property Editor - Example_channel_001.Example_device_001 X

Property Groups = Tag Generation

Generl Select Import tems
Scan Mode

Subscription
Commurnication Parameters
Connection

Monitored tems

Defaults oK Cancel Apply Help

Pojawi sie okno Property Editor, w ktérym po lewej stronie w oknie Property Groups nalezy zaznaczy¢
Tag Generation, nastepnie po prawej stronie klikng¢ Select import items.

Select Items to Import X

Browsing

(=43 opc.tep:/AWW-12:48031/ "~ €T ns=3;5=718:Plant_Area.AlarmDSCnt
® ; Server O ns=3;5=718:Plant_area AlarmDSCntT otal
=23 lflodeNiew @ ns=3;5=718:Plant_area AlaimDSCntT otal Description
- wyGalaxy
-] Unassigned Area
=43 Enterprise
=Y Site Add items >>
=42y Plant
=43 Plant_Area Add branches >>
#-@ Alambgarega
(#-€ AlarmCntsByS << Remove items
#-0 AlarmCntsByS
#-€ AlarmDSCnt
#- AlarmDSCntT
Q) AlamDSCntT)
@ AlarmDSCntT
@ AlarmDSCntT
- AlarmDSCntT:
- AlarmDSCntT: v
< >

B-8-8

Cancel Help

Pojawi sie okno Select Items to Import, w ktérym w oknie Browsing nalezy rozwina¢ opc.tcp://
nazwa_komputera_z_uruchomionym_serwisem_OPC_UA_Service:OPC_UA_Service_Port_Number/
oraz ModelView. Wtedy zostanie pokazana struktura widoku Model znajdujgcego sie w wybranym
projekcie aplikacji Platformy Systemowe]. Zaznaczajgc wybrane atrybuty obiektéw nalezy nacisngé
przycisk Add items >>. Atrybuty zostang dodane do okna Import Items. Nalezy zaznaczy¢ opcje Import
as Default Data Type i nacisnac przycisk OK.
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@ Property Editor - Example_channel_001.Example_device_001 *

Property Groups =l Tag Generation
Genera Select import items...

Scan Mode

Subscription
Communication Parameters
Connection

Monitored ftems

Tag Generation

Select Import ftems
Select tags from the remote OPC UA Server to auto-generate tags for this device

Defaults I 0K I Cancel Apply Help

W oknie Property Editor nalezy nacisng¢ OK.

(3 [Connected to Runtime] - KEPServerEX 6 Configuration - [m] X
File Edit View Tools Runtime Help

DdR S MBUEga@F 946 0B
= Project Tag Name Address Data Type Scan Rate Scaling Description
-U8) Connectivity ’ .
2 4 AlarmDSCnt ns: 718:Plant_Area.AlarmDSCnt Default 100 None

=0 Example_channel_001

5 %4 AlarmDSCntTotal  ns=3;5=718:Plant_Area.AlarmDSCntTotal Default 100 None
&) Exemple_device 001 €2 AlarmDSChntTotal... ns=3;s=712:Plant_Area.AlarmDSCntTotal.Description Default 100 None
= ModelView
-2 xyGalaxy
=) Enterprise
=5 Site
-3 Plant
[ Plant_Area
%o Aliases
@[3 Profile Library
< >
Date T Time Source Event )
(@ 05/07/21 12:39:10 PM KEPServerEX\Runtime Starting OPC UA Client device driver.
(i) 05/07/21 12:49:40 PM KEPServerEX\Runtime Attempting to automatically generate tags for device 'Example_channel 001.Example device 001'.
(i) 05/07/21 12:49:41 PM KEPServerEX\Runtime Tag generation results for device 'Example_channel_001.Example_device_001". | Tags created = 3, Tags overwritten = 0.
(1) 05/07/21 12:49:41 PM KEPServerEX\Runtil Completed ic tag ion for device 'Example_channel_001.Example_device_001". v
< >
Ready Default User Clients: 0 Active tags: 0 of 0

W konfiguracji programu KEPServerEX 6 Configuration pojawi sie wybrana lista zmiennych, a w oknie
u dofu komunikat o utworzeniu zmiennych.

(3 [Connected to Runtime] - KEPServerEX 6 Configuration —_ o X
File Edit View Tools Runtime Help
L EEIERNEY
- [@ Project Tag Name Address [/ DataType ScanRate Scaling  Description
T e "
e C°“E'l“‘“’;'y — 2 AlarmDSCnt ns=3;5=718:Plant_Area.AlarmDSCnt Default 100 None
= -o?- m;‘:: e_cl a:ne»_ 001 %4 AlarmDSCntTotal  ns: 8:Plant_Area.AlarmDSCntTotal Default 100 None
= el i 2 AlarmDSCntTotal... ns=3;s=718:Plant_Area.AlarmDSCntTotal.Description Default 100 None
=3 ModelView
-3 xyGalaxy
=-[) Enterprise
=3 Site
-0 Plant
[ Plant_Area
3o Aliases
@3 Profile Library
< >
Date T Time Source Event "
@ 05/07/21 12:39:10PM KEPServerEX\Runtime  Starting OPC UA Client device driver.
(@D 05/07/21 12:43:40 PM KEPS EX\Runtil pting to ically generate tags for device 'Example_channel_001.Example_device 001,
(@) 05/07/21 12:49:41 PM KEPServerEX\Runtime Tag generation results for device 'Example_channel_001.Example_device_001'. | Tags created = 3, Tags overwritten = 0.
(1) 05/07/21 12:49:41 PM KEP EX\Runtii Comp ic tag ion for device 'Example_channel_001.Example_device_001'. v
< >
Ready Default User Clients: 0 Active tags: 0 of 0

W kolejnym kroku nalezy sprawdzi¢ mozliwo$¢ odczytania wartosci zmiennych. W tym celu nalezy

[&c]
uruchomié program OPC Quick Client naciskajac ikone “*.

support@astor.com.pl 41
www.astor.com.pl/kontakt



-(/)- ASTOR gdzie technologia spotyka cztowieka

[85 OPC Quick Client - Untitled * - o X

File Edit View Tools Help
Do wee | dBRX

-2 Kepware KEPServerEX.V6 tem ID DataType | Velue | Timestemp /| Quality

_Datalogger @ Exemple_channel_001.Example_device_001.ModelView.xyGalaxy.Enterprise.Site.Plant.Plant_Area.AlarmDSCnt Long [) 14:56:02.829  Good
B system @ Example_channel_001.Example_device_001.ModelView.yGalaxy.Enterprise.Site.Plant.Plant_Area.AlarmDSCntTotal Long [} 14:56:03.155  Good
3 _ThingWorx @ Example_channel_001.Example_device_001.ModelView.xyGalaxy.Enterprise.Site.Plant.Plant_Area.AlarmDSCntTotal_Description String 14:57:52076  Good

(&3 Example_channel_001._Statistics
(2 Exemple_channel_001. System
(&2 Example_channel_001.Example_device_001,_System

/3 Example_channel 001.Example_device 001.ModelView | 5
ate Time Event ~
1 12:5927 PM Added 3 items to group ‘Example_channel_001.Example_device_001.ModelView'.
1 12:59:27 PM Added group 'Example_channel_001._Statistics' to 'Kepware.KEPServerEX.V6'.
1 12:59:27PM Added 11 items to group 'Exemple_channel 001 Example_device_001. System'.
1 12:59:27PM Added group ‘Example_channel 001, System’ to ‘Kepware KEPServerEX.V6'.
21 12:59:27PM Added 12 items to group ‘Example_channel 001, Statistics'.
21 12:59:27 PM Added 3 items to group ‘Exemple_channel_001._System'.
v

item Count: 72/

Ready
W oknie znajdujgcym sie po lewej stronie nalezy zaznaczy¢ element o nazwie <nazwa kanatu>.<nazwa
urzadzenia>.ModelView. Wtedy w oknie po prawej stronie pojawig sie zmienne,
a w kolumnie Value ich biezgce wartosci.
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